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CORVUS

Functional services for ISTAR

Introduction

CORVUS provides a set of software tools for supporting
all ISTAR processes, with special emphasis on planning,
tasking, collection and analysis of EW/COMINT and
observations.

By providing dedicated tools for analysis and intelligence
production, CORVUS bridges the gap between the
collection system at the sensors and general purpose
command, control and communications applications.

Experience and features from several related intelligence
and command and control projects have been integrated
into a new, user friendly and platform independent
application. The supported mission areas and functions
are outlined in the next few paragraphs.

Requirements management

CORVUS contains tools to assist in management of the
intelligence process. In an environment where a Common
Shared Database (CSD) is available, CORVUS can be
used to:

o Display information about all available collection
plans

e Show a summary of collection tasks (PIR/SIR/EEI) in
each plan

e Show map with areas of interest (NAIs, TAIS)

e Show details for each task, e g collection asset,

required products, reporting frequency etc
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Mission management

CORVUS contains a simple set of planning and
deployment support tools allowing the operator to:

e Manage information about sensor sites, reference
points and targets
e Analyze terrain profiles
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e  Check simultaneous line of sight from multiple
locations
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e Import and display radio coverage diagrams
e Convert geographical coordinates

Asset management

Efficient control and coordination of ongoing collection
operations is supported by functions allowing the duty
officer to:

e Maintain a master frequency list containing
— Frequency usage information
— Frequency restrictions (TABOO, PROTECTED,

GUARDED)

— Associated collection tasks

¢ Receive indications of new frequencies, emitters,
networks and locations

e Display and maintain situation map with standard
APP-6A symbols

e Track status of sources and collection assets

e Exchange informal messages (chat) with operators and
analysts
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Collection

The collection functions allow the operator to capture and
report intercepts, direction finding results and
observations.

e Intercept report entry — containing time, frequency,
callsigns, gist, remarks, signal type/language and
priority.
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e Direction finding commands may be sent to DF
hardware

e  Automatic own position update from GPS receiver

e Local logging to files as a fallback mode when not
connected to the database

e Reception and storage of formatted and unformatted
messages

e Automated extraction of information from selected
formatted messages, like observation reports

Collected intercepts and observations are stored in the
mission database and are immediately available for
analysis.

Situation awareness

CORVUS is primarily intended for use in a tactical
environment, where collected information may provide
important and time sensitive indicators relevant to
situational awareness and force protection needs.

The following functions provide the desired short term
analysis and reporting/warning capabilities:

e Near real-time presentation of intercepts in lists and
timelines

e Colour coding based on signal type or language

e Plotting of lines of bearing and position fix calculation

Plotting of observations in map

Analysis progress tracking indicators

Automatic callsign identification lookup

Integrated message generator for preparing formatted

messages (e.g.: TACREP) based on selected

intercepts.

e Integrated message management module with
visualization of tracks, position fixes and lines of
bearing in received messages

e Alert list monitoring incoming reports

e Import of ESM reports, tasking of sensor equipment,

and realtime plotting of DF results

Single-source analysis

The main purpose of CORVUS is to support timely and
accurate analysis. This is accomplished by a set of
integrated information management and analysis tools:

e Query and filter tools for retrieving relevant
information from collected intercepts and observations

e List, timeline and sequence diagrams depicting
collected information
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e Post processing tools for lines of bearings, including
import of DF logs from special missions (e.g.:
reconnaissance flights)

e Emitter geo location log on map background

e Simple traffic statistics graphs

e Automatic generation of traffic (connectivity)
diagrams. The analyst may edit and annotate the
diagrams. Traffic diagrams may also be displayed on a
map background

e Analysis of observations (registering, filtering and
visualization on a map background with APP-6A
symbols).

e Presentation and management of order of battle (OOB)
data and objects of intelligence interest

e Presentation and management of known or assumed
network structures

e Management of callsign and station identification
information

o Definition and generation of notifications/alarms when
certain behavior is detected (e.g. when a unit leaves or
enters an area of interest, or crosses a boundary). Tip-
off can be sent automatically to other systems.

e  Support for establishing hyperlinks between database
object and external documents (e.g.: web pages) and
between internal objects

e Association of collected traffic to known or assumed
network structures
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The screen sample depicts a typical layout during analysis,
illustrating a network hierarchy, lists of associated and
unidentified nets, as well as an automatically generated
traffic diagram.

All-source intelligence production

The goal of CORVUS is to assist the analyst in producing
reliable intelligence products. This is facilitated by
providing tools to correlate information from various
sources or sensors, and guides to easily produce reports
and other products.

e Presentation and management of order of battle (OOB)
data and objects of intelligence interest

e Association between observations, intercepts,
organization units, events, materiel, sites and persons
(pentagram elements)
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e Map with layers for tactical graphics in order to create
various situations, like current intelligence picture or
prognosis

e Handling of source reliability and information
credibility

e  Wizard for producing INTSUM, INTREP,
SUPINTREP and SPECINTREP

e Functionality for automatic inclusion of data from
intercepts or observations in intelligence reports
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Dissemination

Intelligence products are of no use if not distributed timely
to the customer. Although highly dependent on available
communication assets and procedures, CORVUS gives
some support to this task:

e CORVUS can be set up to send and receive messages
through off-the-shelf mail systems like Outlook

e Shared folders can be used both to import and export
data, messages and reports

e Observation reports and intercepts can be exported as
XML to external analysis systems

e The chat functionality can be used to alert other users
of available intelligence products, or to control the
work process flow

e Built-in logs assists the operator in tracking status of

reports
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Data exchange

The ability to exchange data, preferably in real time,
within an ISTAR organization, and between coalition
partners, may be considered critical to mission success.

CORVUS provides the following provisions for data

exchange:

e Data export on agreed tabular formats (e.g.: Microsoft
Excel files). Such formats may also be imported
(subject to certain technical restrictions)

e Formatted messages may be sent and received using
any available means of transfer
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e Formatted messages containing intercept information
may also be imported for presentation and analysis
e Order of battle data may be imported from flat files

Data export and i mport i
allowing new formats to be supported without extensive
reprogramming.

The CROSS (Contract based Replication Operations
SubSystem) database replication system provides more
flexible data exchange, primarily in situations where all
participating units have CORVUS.

CROSS allows operational users to set up simple
information exchange contracts defining what, when and
to whom to send (and receive) updates.

One way or two way replication may be configured
between a site and any number of external participants. For
security reasons, the
between systems.

Components

The standard set of CORVUS installation components and
their relationship is depicted in the figure below.
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The components comprise:

e The CORVUS client program, which is the actual
application running at

e The mission database, which runs as an Oracle
instance

e The replication manager (CROSS — Contract based
Replication Operations SubSystem), which is
responsible for generating and receiving updates
between different CORVUS sites

e A change notification process that informs the clients
and the replication manager whenever a record is
inserted, updated or deleted. This information is used
by the

e A set of geographical data, consisting of vector and
raster information for producing the electronic map
background, and a set of terrain elevation data

e A map server producing a map image used as
background when plotting geographically referenced
operational information

e Aterrain server responsible for extracting terrain
profiles and performing line of sight calculations
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Local configuration

A unique feature of CORVUS is the utilization of
identical, but differently configured, software at both
analysts’ and intercept

This significantly enhances the possibilities of cross
training and reduces the development and support effort.

Any reasonable number of clients may share a common
mission database, as illustrated by the figure below.

CORVUS CORVUS

Analysis | s Analysis

client #1 client #n
/-L *1\

Mission database

i 1

CORVUS CORVUS
Logging | -eeeeeees Logging
client #1 client #n

Operators, analysts and supervisors are assigned different

roles, with corresponding privileges to read, insert, update

or delete database records.

Client configuration data is provided at three different
levels:

e System —global, version specific settings
e Local —mission or site specific settings
e  User —settings for individual workstations

System configuration

In a typical deployed (field) ISTAR organization,
CORVUS will be installed at several sites, for example in
several ISTAR, ISR, EW or other field units and in a

divisional headquarters.

Repli-
cation
agent

Repli-
cation
agent

Repli-
cation
agent

The replication scheme provided with CORVUS allows
the traditional formal message and document exchange to
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operators WwWor

be supplemented by near real time, two-way or one-way,
selective replication of raw data and intelligence products.

Multiple map source architecture
kstations.
Geographical displays in CORVUS are produced by

combining the following information:

A background map image provided by a map server

e Operational overlays generated by the client software
based on static or dynamic data in the mission
database

The operator selects the desired type of the background
map by applying a map template. Depending on the map
source, the operator may also show or hide individual map
themes.

Since map information is available on several formats
from different vendors, CORVUS is designed to
accommodate a number of map sources.

| Onerational lavers |

| Map panel |

| Generic map source interface |
| | I | |

Adapter

Adapter

Adapter Adapter Adapter

By means of the software adapters illustrated above,
CORVUS currently supports the following sources of map
information:

e Simple, built in world map

e Portable, Java based, map server compatible with
MARIA map files

o Teleplan MARIA map server

e ESRI ArcIMS map server

e  Open map server (public domain)

Support for new sources may be installed while the
CORVUS clients are running. Installed map sources may
be stopped and restarted without requiring any action at
the client side. The currently available map templates are
dynamically updated.

User interface concept

CORVUS attempts to present as much relevant
information as possible on the available screen surface. To
this end, the CORVUS user interface is based on a novel
concept of item cards and case cards. The user creates the
desired item card or case card by selecting from a set of
summary pages.

An item card provides a set of information pages relevant
to a collection of similar data records, e.g.: all networks,
whilst a case card provides information pages relevant to a
specific instance of a data record, e.g.: a single network.
Each page within a card is colour coded to indicate the
type of information presented in the page.
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A simple built-in window manager allows the operator to
maximize, minimize and restore pages within a card,
without wasting time repositioning or resizing each
window. Cardsal so ha-wvéef &
them to be moved to a second screen.

The CORVUS user interface is also distinguished by
several other characteristics:

e The composition of case cards / item cards are field
configurable

e Non modal (non blocking) popup windows are used
whenever possible

e All popup windows are resizable where relevant

e The set of available facilities may be individually
configured for each workstation

Mission database

The CORVUS mission database contains the following
main entities:

Intercept and DF log

Callsign identification

Network structures

Units and other objects of intelligence interest
Message log

Associations between internal objects

Hyperlinks between database objects and external
documents (URLS)

In addition, connection to external databases like the CSD
can be made to import information concerning collection
and exploitation plans

Contract based replication

The following concepts are instrumental in the
configuration and operation of CROSS:

e Participant —defines a named information
provider/recipient, and the method of data transfer
(manual file transfer, shared directory or e-mail)

e Table —defines a data set in non technical terms

e Export contract — defines what, when and to whom to
send updates.

e Import contract — defines what to accept from whom

e Delta —a data set defining changes to a database
record
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export and import contracts may be defined (or changed)
by analysts and staff members according to current
information exchange requirements.

Compressed XML files are used for transferring
replication messages between CROSS participants.

Pt fefn iddeb@nMént architecture

Being written entirely in Java, CORVUS may be installed
on any Windows system supporting the standard Java 1.6
runtime environment.

CORVUS is independent of the collection hardware in use.

Development and deployment

The development of CORVUS started as an in-house
technology initiative by Teleplan AS, and later evolved
into a focused effort to meet an urgent operational
requirement.

From the start, CORVUS has been an evolving system,
where new functions and modifications based on user
feedback have been regularly incorporated in the
operational baseline. An informal and flexible
development environment allows new modules or
functions to be developed and integrated quickly and
reliably.

CORVUS has been in operational use since May 2001, and
has during 2007 undergone a thorough revamping and
modernization on a new Java 1.6 platform.

Points of contact
jv@teleplan.no or han@teleplan.no
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